MMNMHOBPHAYKN POCCUA
O®ENEPAINBHOE NOCYAAPCTBEHHOE BIOPKETHOE OBPA3OBATEIIbHOE YYPEXXOEHUE
BbICLLEMO O5PA30OBAHUA

«BOPOHEXCKWN rOCYOAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «BI'Y»)

YTBEPXOAIO

)
LN

3aBegyowmm kacegpomn

UHOPMaUUOHHbLIX cucmem
HauMeHogaHue Kaqbeapb/, omseqafowef/ 3a peanusayuro OUCL{UI'I!'IUHbI

(Bopucos [1.H.)

rnoonucsk, pacuwugposka rnodnucu

05.03.2025 a.

PABOYASA NPOrPAMMA YYEEHOW OAUCLUMUNINHbBI

51.0.34 KomnbromepHbie cemu
Koo u HaumeHogaHuUe OUCL(UI'IHUHbI 8 coomeemcmeuu ¢ y'-le6HbIM niaHom

1. Kog u HaumeHoBaHue HanpaBJieHus noaroToBku/cneymnanbHOCTU:

10.05.01 KomnbromepHasa 6e3onacHocms

2. Mpodunb noarotoBku/cneumanusaumna: AHanus 6esonacHocmu KOMNbLIOMEPHbLIX cucmem,

Pa3pabomka 3auuueHHO20 npoapamMmMHO20 obecrnevyeHus

3. KBanudumkauusa (cteneHb) BbinyCkHUKa: Crneyuanucm
4. dopma oby4yeHuUA: oyHas

5. Kachepgpa, oTBevaloLwas 3a peanmsaumio QUCLUUNNUHbI: MHOopMaUUOHHLIX cucmem

6. CoctaButenu nporpammbli: Abpamos ["eHHadul Brnadumuposguy, 0.m.H., npogheccop
(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PexomeHpoBaHa: HMC ghakynbmema KoMibiomepHbIX Hayk npomokos Ne 5
om 05.03.2025 e.

(HaumeHogaHue pekoMeHOyrowel cmpykmypsl, dama, HOMep MPOMoKona,

ommemku 0 nNpoodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YuebGHbIn roa:_2028/2029 Cemectp(bl): 7



9.Ulenu n 3agaum y4yeOHOM [AUCLUNIIUHDI:

Llenbro u3yyeHuss OucuyuriuHbl sersiemcs

npuobpemeHue cmydeHmamu 3HaHUU O MPUHUUNax MoCMPOEHUsT COBPEMEHHbIX CUCMEeM;
OCHO8 Op2aHu3ayuu eblqucriumersibHbIX cucmem, rnpuobpemeHue 3HaHUU U Haeblkos, 0by4yeHue
cmydeHmoe ripuemam u memodam pabombl 8 rioKaslbHbIX U 25106asbHbIX 8bI4UCTIUMENbHbIX
cemsix C UCrosib308aHUEM CemesbiX OnepayUOHHbIX CUCMEM.

10. MecTo yyebHOM AncUMNNUHBLI B cTpyKType OOI:

HucyunnuHa omHocumcs K 6a3ogol Yacmu rpogheccuoHaibHo20 Uukna (6asoeast yacms). [ns
0C80€HUSI OucyurniuHbl cmyodeHm OOJ/KeH eriademb 3HaHUSMU, YMEHUSIMU U HaeblikaMu 10

oucyunnuHam bB1.0.22 AnnapamHbie cpedcmea 8blHUC/IUMENIbHOU MEeXHUKU,

61.0.32

OnepauyuoHHbie cucmemsbl, 51.0.33 Cemu u cucmembi nepedayvyu uHgopmayuu. [JucyunnuHa
51.0.34 KomnbomepHble cemu sensemcs npedwecmsyrowet 0nd b51.0.42 OcHosbi
MocmMpoeHUs1 3aWjuUU,eHHbIX KOMIMbIoMepPHbIX cemeu, 8birnycKHOU KeasnugukayuoHHou pabome.
11. MnaHupyemble pe3ynbTaTbl O0y4YeHUA MO AucuMnnuMHe/Moaynio (3HaHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C MIaHNUpyeMbIMU pe3ynbTaTaMu OCBOEHUS obpa3oBaTenbHOMU
nporpamMmmbl (KOMNEeTEHLUUAMN BbINYCKHUKOB):

KomneTteHuus [MnaHupyemble pesynbTaTbl 06y4eHus

Ko HassaHue
3HaeT apXUTEKTYpy | 3Hame:

OlK- | OCHOBHbIX TUMOB | @ OcHOBHble  HanpaBfeHusi  pasBUTUS  COBPEMEHHbIX

15.1 | coBpeMEeHHbIX Internet- Intranet- TexHomorMin M cpeacTB ux paspaboTkm u
KOMMbIOTEPHbIX CUCTEM; nogaepXkm

OK. | 3H@eT OCHOBbI OpraHM3aum | 3Hamb: )

152 | Y MOCTPOEHNS | MPUHLMMBI MOCTPOEHUA KOMMbIOTEPHbIX CETel, MpOTOKONbI
KOMMNbIOTEPHBIX CEeTEN; TEXHOOrMn nepeaayn AaHHbIX B CETAX

OMK. | 3HaeT 3TanoHHyio moperns | 3Hamb: )

153 | B3aNMOAEICTBNA OTKPLITLIX | @ OCHOBHble CeTeBble TOMOMOrMi, npuvemMbl paboTbl B
CUCTEM; KOMMNbIOTEPHBIX CETAX
3HaeT OYHKUWUW, NPUHLMNbI | 3Hamb:

OlK- | genctBns  ©n  anropuTmbl | e COBPEMEHHbIE  CEeTeBble nporpamMMHble  CpeacTea:

15.4 | paboTbl CEeTeBOro | ceTeBble ONepauMoOHHbIE CUCTEMBI, ONepaLMoOHHbIE U CEeTEBbIE
obopynoBaHus; 000Mn04KK, ceTeBble CEPBUCHI U CNYXOBbI,
ymeet peanu3oBbiBaTb | yMemhb.

NPUNOXEHNUsT AN CEeTeBbIX | ®  OCYLWECTBNATbL MHCTaNNAUMIO, HacTPOWMKYy W Hanagky

OrlK- | uHTepdencon Ha | ceTeBbIX MPOrpamMMHbIX CPeacTB,

15.5 | HECKONbKMX COBPEMEHHBIX | @  KOHGUIypupoBaTb fIOKamnbHbIE CETH,
nporpaMmmMmHo-annapaTHbIX e OCYWECTBAATb  MHCTanNNAUMKO,  HACTPOWMKY  CETeBOro
nnargopmax; obopygoBaHus
ymeet OCYLLIECTBINATL | yMEMb!

OMK. | MPoekTMpoBaHue n|e BblBUpPaT, WHCTanNMpoBaTh, TecTnpoBaTtb "

156 |OnTMMHM3ALMIO aKcnnyaTupoBaTb NPOrpaMMHbIe CPEeACTBa cMcTeMax
PYHKLMOHMPOBAHUSA
KOMNbIOTEPHBIX ceTen;

snademsb (Uumemb HasbIk(u)):
. OCHOBHbIMW MeToaamu, cnocobamyn U cpeacTBamm

onk. | Bhaaeet HaBblkaMu | NOMyYEHUs, XpPaHeHus, nepepaboTkm uHdopMaLmMm B CeTax U

157 | @AMMHMCTPMPOBaHMA CeTeBLIX CUCTEMAX,

KOMMNbIOTEPHBIX ceTen; . ncnonb3oBaTb W3YYEHHblE MPOrpaMMmHble CpeacTea U
ceTeBble NPOTOKOMbI ANS peLleHNs KOHKPEeTHbIX 3a4au.
BnageeT HaBblkamMy paboTbl | g/1ademb (UMemb Hasbik(u)):
OrlK- | c ceTeBbIM 000OpPYyAOBaHNEM | ® OCHOBHbIMW MeTogamu, crnocobamm U cpencrTeamu
15.8 |1 ceTeBblM MNPOrpaMmHbIM | MOMYyYEHUS, XpaHeHUs, nepepaboTkn MHopMauum B CETAX U

obecneyeHnew;

CeTeBbIX CUCTEMaAX,




. HaBblkamMu  paboTbl C  CETEBbIM  KOMMbIOTEPHbLIM
obopygoBaHMeM kak cCpeacTBOM MHAOPMALIMOHHBIMU NMOTOKaMM,
. HaBblkaMW YCTaHOBKM 0a30BblX CETEBbIX KOMMOHEHT

HaCTPOMKM ceTeBbIX CRYyX0 C UCMONb30BaHMEM CTaHAAPTHbIX
ceTeBbIX MPOTOKOOB

12. O6bem gucumnuHbI B 3a4eTHbIX eanHuuax/yac.— 4/144.

Popma NpOMEXYTOYHOWN aTTeCcTaumm SK3aMeH.

13. Buagbl yue6HoM paboThbl

TpygoemkocTb
Bug yuebHow paboTbl Bcero Mo cemecTpam
Ne cemecTtpa 7
AyauTOpHbIE 3aHATUS 66 66
nekuymmn 34 34
B TOM yucne: npakTnyeckme 16 16
naboparopHble 16 16
CamocTtosiTensHas paborta 42 42
B TOM 4ymncne: Kypcosas pabota (npoekT)
dopma NPoOMEXYTOHHOM aTTecTaumnn 36 36
(3a4em — 0 yac. / sk3ameH — 364ac.)
WNToro: 144 144

13.1. CopepxaHue AUCLUUNIIUHbBI

n/n HaunmeHoBaHue pasgena CopepxaHve pasgena QUCUUNIvHbI Peanusauus
ONCUMNIUHBI pasgena
ONCUMMIIUHBI C
NMOMOLLbIO
OHnamnH-Kypca,
QYMK*
1. Jlekuum KomrnibromepH
1.1 OTKpbITbIE OTKpbITble MHOPMALMOHHBbIE cnucTembl. Moaenb ble cemu
WHOPMaLIMOHHbIE B3aUMOAENCTBUSA OTKPbITbIX CUCTEM (https://edu.vs
CUCTEMBI u.ru/coursel/vie
1.2 CeTeBble MporpaMmmHble O6opyaoBaHue Ans KOMMbIOTEPHbIX ceTen. MpuHuunbl | W.php?id=290
TeXHU4Yeckne cpeacrea nx paboTbl 0)
1.3 CeTteBble nporpammHble CeteBble apxutekTypbl: Ethernet, Fast Ether-net,
TEXHU4YecKne cpeacTsaa Gigabit Ethernet, 100 VG AnyLan, FDDI, CDDI,
TokenRing, TokenBus u gp.
14 CeTeBble nporpammHbie MpoToKONbl B KOMMNBIOTEPHBIX CETAX
TEXHUYECKMNE cpeacTea
15 KommyTaums MapLpyTursaumsa B KOMMNbIOTEPHbIX ceTsx.
MapLIpyTU3aums B CeTsIX BupTtyanbHble ceTw.
1.6. AOMUHUCTPUpPOBaHME O6cnyxnBaHne MHGOPMALIMOHHbIX ceTen.
KOMMNbIOTEPHbIX CceTEN Be3onacHOCTb B KOMMNBKTEPHbIX CETSIX
1.7 AOMUHUCTPUPOBaHWE Mounck HemcnpaBHOCTEN B KOMMBIOTEPHBIX CETSX
KOMMbIOTEPHbIX ceTemn
2. NpakTn4yeckme 3aHATUA KomnbromepH
21 CeTeBble nporpaMMHbIe U O6wwe npyHUMNbI HACTPONKM 0BOPYAOBaHNS B CETU ble cemu
TEXHUYeCcKne cpeacraa (https://edu.vs
2.2 CeTeBble MPoOrpamMmmMHbIe 1 KoHdurypuposaHve cetv ¢ Mcrosib3oBaHnem u.ru/course/vie




TeXHNn4Yeckune cpeacrtea

npotokona DHCP

w.php?id=290

2.3 KommyTtauwms n CraTtnyeckasa mapLupyTumsaums 0))
MapLUpyTU3aums B ceTsiX
2.4 KommyTtauwms n OuHamunyeckas mapLipyTnsaums
MapLUpyTU3aLms B CETHAX
2.5 KommyTaumsa n MNocTtpoeHune ceten VPN
MapLUpyTU3aLms B CETHAX
2.6 AOMUHUCTPUPOBaHUe HacTtpovika ceteBom cnyxobl DNS
KOMMbIOTEPHbIX CETEW
2.7 AOMUHNCTPUPOBaHUe Hactporika NAT
KOMMbIOTEPHbIX CETEW
2.8 AOMVHNCTPUPOBaHNE Pabota B rmobanbHbIx ceTsx.
KOMMbIOTEPHbIX CETEW
3. llabopaTopHble 3aHATUA KomnsromepH
3.1 CeTeBble NporpaMMHbIE U JNlabopatopHass paGota Ne 1. OO6Gwwme nNpPUHUMMBI ble cemu
TEXHUYeCcKne cpeacrtaa HaCTPOWKM 06OPYAOBaHNS B CETU (https://edu.vs
3.2 CeTeBble NporpaMMHbIe 1 Na6opatopHas pabota Ne 2. KoHdurypuposaHue ceTu | u.ru/course/vie
TEXHWYECKNe CpeacTea C Ucnonb3oBaHueM npoTtokona DHCP w.php?id=290
3.3 KommyTauus n JTabopaTopHas paboTa Ne 3 Cratnyeckas 0)
MapLUpyTU3aums B ceTsiX MapLupyTu3aums
34 KommyTauus un JlabopatopHass pabota Ne 4  [OuHamwnyeckas
MapLIpyTU3aums B ceTsiX MapLupyTusaums
3.5 KommyTauus n JlTabopaTopHasi pabota Ne 5 NocTtpoeHue ceten VPN
MapLUpyTU3aums B ceTsiX
3.6 AOMUHUCTPUPOBaHuE JlabopaTtopHass pabota Ne 6 HacTtporka ceTeBou
KOMNbIOTEPHbIX ceTen cnyx6bl DNS
3.7 AOMUHUCTPUPOBaHuE JlabopaTopHasi pabota Ne 7 Hactpownka NAT
KOMMNbIOTEPHbIX ceTEeN
3.8 AOMUHUCTPUPOBaHUE JNNaGopatopHas pabota Ne 8 Paborta B rno6anbHblx
KOMNbIOTEPHbIX cEeTEN CETSX.
13.2. Tembl (pasaenbl) AUCLUNIIUHBbI U BUAbI 3aHATUIA
Ne HavmeHoBaHue Tembl Bune! saHsTui (4acos)
CamocTtosaTenbHas
n/n (pasgena) gucumnmuHel Jlekumu | MNpaktnyeckne | JNlabopaTopHbie pa6ota Bcero
1 OTKpbITble  MH(POPMALIMOHHbIE > 4 6
CUCTEMBI
5 CeTeBble  nporpaMMHble U 14 4 4 12 34
TEeXHU4eckKune cpegcrea
3 KommyTaums n mapLupyTtusaums 8 6 6 12 32
B CETAX
4 A,qMMHMCTpMpOBaHMe_ 10 6 6 14 36
KOMMbIOTEPHbIX ceTel
UToro: 34 16 16 42 144

14. MeToau4yeckue yKkasaH1MA Ans ooy4arowmxca no 0CBOEHUIO AUCLUNIIUHDI
(pekomeHOayuu obydatouuMcs o 0C80eHUK0 ducyunuHbl: paboma ¢ KOHcrekmamu fnekyud, npeseHmayUuoHHbIM
Mamepuarom, 8bIrnofHeHue Kypcoeol pabombl, npakmuyeckux 3adaHull, mecmos, 3adaHul mekyuel
ammecmauuu u m.o.)
Ab6pamos I'.B. OcHoBsbl paboTbl B nporpamme Cisco Packet Tracer / Abpamos I'.B., Konbasa K. Y., CymuHa
P. C., Panonos M. M., Tenkos A. 0. // YuebHo-meToau4eckoe nocobue ana By3os, BopoHex, 2017, 31 c.

Abpamos I.B. MapLupyTusauma B KomnbloTepHbIX cetax / Abpamos I'.B., Konbaa K. Y., CymuHa P. C,,

1.

Panonos M. ., Teakos A. 0. // YuebHo-meToamyeckoe nocobue ana sy3os, BopoHexk, 2017, 31 c.

Abpamos .B. HacTpoliika ceTesbix cepsucos / Abpamos I'.B., Konbas K. Y., Cymuna P. C., Panonos M. .,
Tenkos A. 0. // YuebHo-meToauueckoe nocobue ana Bysos, BopoHex, 2017, 31 c.




15. MepeyeHb OCHOBHOM U [AOMNONHUTENLHOW nNUTepaTypbl, PECypCcoOB WHTEpPHeT,

HeobXxoaUMbIX AN OCBOEHUSI ANCLUMUNIIUHBI (cnucok numepamypsi ochopmrisiemces 8 coomeemcemeauu
¢ mpeboearusivu FOCT u ucrionb3yemcsi obujasi ckeosHasi Hymepauusi 05151 ecex U008 UCIMOYHUKOS)

a) OCHOBHag nuTeparypa:

Ne n/n McTouHMK

KomrnibtomepHble cemu [OnekmpoHHbIl pecypc] : YaebHuk / B.I". Kapmawesckud, b.5. JluxmyuHdep, H.B.
1. Kupeesa, M.A. bypaHoea .— Camapa : M30-e0 YT, 2016 .— 267 c. : un. — Aem. yka3aHbl Ha obopome
mum. n. — Pexum docmyna: https://rucont.ru/efd/565102

6) gononHuTenbHasa nNuTeparypa:

Ne n/n MCTOYHMK

Onundep , Buktop MpuropbeBnd. KomnbioTepHble ceTu. MpuHLMNBI, TEXHONOMMK, NPOTOKONbI : [ydebHoe

nocobue pana crtyg. By3oB, obOy4y. no HanpaBnenutio "VIHdopmatvka W BblYMCI. TexHuka" M no

1 cneumanbHocTaM "Bbluncn. MaluMHbl, KOMMMEKChl, cucTtembl 1 ceTtn”, "Mporpam. obecneveHne BbIYMCH.
* | TexHukn n aBsTomatmaup. cuctem"] / B. Onnudpep , H. Onngep .— 4-e nsg. — CI16. [m ap.] : Mutep, 2010

— 943 c. : un. — (Y4ebHuk ansa By3os) .— Bubnuorp.: ¢.917 .— And. ykas.: ¢.918-943 .— ISBN 978-5-

49807-389-7. (20+14/3, rp)

TaHneHbaym, OHOpto. KomnbromepHsie cemu = Computer Networks / 3. TaHeHbaym ; nnep. ¢ aHer. B.

2. Uipaza .— 4-e u3d. — Cr16. [u dp.] : Numep, 2007 .— 991 c. : un., mabn. — (Knaccuka Computer

Science) .— bubnuoep.: ¢.952-970 .— Ancp. ykas.: ¢.971-991 .— ISBN 978-5-318-00492-6.

Cmonnurec, Bunbsim. CogpemeHHble KombromepHbie cemu : [lep. ¢ aHen. / B. CmonnuHac .— 2-e u30.

3. | — Cfi6. : [Numep, 2003 .— 782 c. : un. — (Knaccuka Computer Science) .— lNapan. mum. 1. aHen .—

bubnuoep.: c.754-766 .— ISBN 5-94723-327-4

lpockypsikos A.B., KomnibtomepHbie cemu. OCHOBbI MOCMPOEHUS KOMIbIOMEPHbIX cemel u

menekoMmyHukayul [QnekmpoHHbIl pecypc]: y4ebHoe nocobue / lNpockypsikos A. B. - Pocmoe H/ : 130-

80 HO®Y, 2018. - 201 c. - ISBN 978-5-9275-2792-2 - Pexxum docmyna:

http://www.studentlibrary.ru/book/ISBN9785927527922 .html

B) MH(pOpPMaALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchbl (oduLnanbHblie pecypcbl UHTEPHET)*:

Ne n/n Pecypc
1. https://edu.vsu.ru/course/view.php?id=2899 ApxuTekTypa BbIYUCIUTENbHbIX CUCTEM
2. http://book.itep.ru - TenekoMMyH/KaLMOHHbIE Y MH(POPMALIMOHHbIE TEXHONOrUN
3. https://rucont.ru
4. https://www.studentlibrary.ru

* BHavane ykasbiBatoTca OBC, ¢ KoTopbiMM uMMeloTcs doroBopa Yy BIY, 3ateM OTKpbITble 351eKTPOHHO-
obpa3zoBaTesibHble pecypchbl

16. MNepeyeHb y4eOHO-MeTOAUYECKOro obecrnevyeHUss ANsl CaMOCTOSATENIbHOW paboTbl
(y4ebHo-Memoduyeckue pekomeHdayuu, rocobusi, 3adaqyHuKku, MemoOou4vyecKue yKa3aHusi MO 8bIMOSTHEHUIO
rpakmu4eckux (KOHMpPOosibHbIX) pabom u 0p.)

Ne n/n NcTOYHMK
1 KoHcriekmbi nexkyul, MemoduyecKkue yKkalaHusl K 8bIrofIHeHUKo 1abopamopHbIx pabom,
" | 3adaHus, chopyM Ha calime yHUsepcumema edu.vsu.ru
2.

17. UHcpopmMaLMOHHBbIE TEXHOSOMMU, UCNONb3yeMble ANA peanu3auum y4ebHoun
AUCLUMNNUHBI, BKIKOYaA NporpamMmmMHoe obecneyeHme u MHOpPMaLMOHHO-CNPaBOYHbIe
cuctembl (Mpu Heo6XO0AMMOCTH)

[Npu nposedeHuU 3aHIMul UCMO/1b3YHMCs KOMIbMEPHbIU Kacc C npo2pamMmMHbIM
obecnieyeHUEM SMYSIMOPOM KOMIMbIOMEPHOU cemu, 0711 opeaHu3ayuu - pecypcb! edu.vsu.ru
(npeseHmayuu nekyul, 3adaHus Ha nabopamopHbie pabomebl, nodeedeHue umozos)

18. MaTepMaano-TeXHquCKoe obecneyvyeHue ANCUUNTINHDbI:
(Mpu ucnonb3osaHuu nabopamopHo2o 06opydoeaHUs yKa3bigams MOMHbIU nepeyeHs, npu 6oLWoM Konudecmae
060pydoeaHUsT MOXHO 8biIHECMU OaHHbIU pa3des 8 npurioxeHue K paboyed npozpamme)

KomrbromepHbIU Kriace

19. ®oHA OoLEeHOYHbIX CPeACTB:


https://www.lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3638&TERM=%D0%A2%D0%B0%D0%BD%D0%B5%D0%BD%D0%B1%D0%B0%D1%83%D0%BC,%20%D0%AD%D0%BD%D0%B4%D1%80%D1%8E%5B1,1004,4,101%5D&LANG=rus
https://www.lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3638&TERM=%D0%A1%D1%82%D0%BE%D0%BB%D0%BB%D0%B8%D0%BD%D0%B3%D1%81,%20%D0%92%D0%B8%D0%BB%D1%8C%D1%8F%D0%BC%5B1,1004,4,101%5D&LANG=rus

19.1.

MNepeyeHb KOMMNETEHLMA C YKazaHWEM 3TanoB (hOpMUPOBAHUS U
nnaHMpyeMbiX pe3ynbTaToB 06y4YeHus

Koa v cogepxaHue MnaHupyemble pesynbTaTbl 06y4eHns OT1anbl
KOoMMeTeHLmmn (Mnm (nokasaTenu AOCTUXEHUST 3aaHHOMO dopmupoBaHmns oOC*
ee yacTn) YPOBHS1 OCBOEHUSI KOMMETEHLIMM KOMMeTeHL MM (cpeacTta
nocpeacTBomM hOpPMUPOBAHMS 3HAHWUIA, (pasgensbl (Tembl) OLleHMBaHWS)
YMEHMUIA, HABbIKOB) AVNCLMMNANHBI UK
MoZynst U Ux
HanMeHoBaHue)

OrnK-7 3HaTb: OTKpbITbIE TecT Ne 1
CnocobHocTb e OcHOBHble  ceTeBble  TOMONOIWI, | MHPOPMALMOHHbIE
y4YnUTbIBaTHL npvembl paboTbl B KOMMNBLIOTEPHbLIX CETAX. | CUCTEMBI
COBPEMEHHbIE e OcHoBHble HanpasneHuss passutua | CeTeBble TecT Ne 2
TeHaeHuun COBPEMEHHbIX Internet- Intranet- | NPorpamMmMHble 1
passuntnA TEXHOMOIMIA U CpeacTB ux paspaboTku u | TeXHUYEecKne
WHPOPMATMKY 1 NoAAEPXKKN. cpeacTsa
BbIYMCIIUTENbHOM YMeThb: CerteBble JlabopaTopHasi
TEXHUKM, e /cnonb3oBaTb COBPEMEHHbIE CeTeEBbIe | MPOrpaMMHbIE U paboTa Ne 1
KOMMBIOTEPHbIX nporpaMmHble cpefcTea: ceTeBble | TEXHUYecKune
TEXHOIIOMMN B CBOV | onepaLMOHHbIE CUCTEMbI, OMepaLoHHbIe | CPEACTBa
NPOECCUOHANBHON | |1 ceTeBble OGOMOYKN, CETEBLIE CEPBUCHI KommyTaums n JlabopatopHble
AeATenbHoCTY, N cnyxosl, MapLupyT13auus B paboTtbl Ne 2, 3, 4
pabotaTk ¢ o OcyluecTBnsATh MHCTaNnsaumio, | ceTax

nporpaMmMHbIMU
cpeacTeamum obuiero

HacTpPOWiKy ceTeBoro o6opyaoBaHus,

U CrieLManbHoro Bnagetb: AOMWHUCTPUPOBaHWE JlabopatopHble
Ha3HAYEHUS e OCHOBHbIMW MeTogamu, crnocobamu u KOMI'IE:FOTeprIX paboTtel Ne 5, 6, 7
CpeacTBaMy  MONYYEHUsl,  XpaHeHus, | CETen
nepepaboTkM MHpoOpMauun B CETAX U
ceTeBbIX cucTemMax,
® uCnonb3oBaTb N3y4YeHHble
nporpaMmHble CpeactBa M ceTeBble
MPOTOKONbI ANS PeLleHUsT KOHKPETHbIX
3agav.
MK-5 CnocobHocTb | 3HaTb: OTKpbITbIE TecT Ne 1
y4acTBOBaTb B ¢ OcHoBHble ceTeBble TOMNOMOrnn, | HPOPMALIMOHHBIE
paspaboTke u npvembl paboTbl B KOMMBbIOTEPHbBIX CETAX. | CUCTEMBI
KOHdUrypuposaHum | = [puUHUUNBI NOCTPOEHUSA KOMMbIOTEPHBIX | CeTeBble Tect Ne 2
nporpaMmMmHoO- ceTeln, NPOTOKOSbI TEXHOMOMMK nepeaadn | nporpaMMHble U
annapaTHbIX OaHHbIX B ceTaAX TEXHUYeckune
CpeAcTB 3aluThl cpeacTea
MHopmMaumn, ymeThb: CeTteBble JlabGopaTtopHas
BKItOYas + OcyuwecTBnsaTb WHCTanNnauuio, | nporpamMmMHble U paboTa Ne 1
3almLleHHble HacTpOWKy " Hanagky CeTeBbIX | TEXHUYEecKune
onepauunoHHble nporpaMMHbIX CpeacTs, cpeacTea
CUCTEMbI, CUCTEMbI | »  BbIGUpATD, WHCTannMpoBaTb,
ynpaeneHus 6azamn | TectupoBatb n aKCnnyaTMpoBatb
OaHHbIX, nporpaMmHble CpeacTBa cucTemax,
KOMMbIOTEPHbIE *  KOHQUrypupoBaTb JIOKanbHblE CETU.
CeTn, CUCTEMBI BNageTb (MMeTb HaBblk(K)): KommyTauwms n JlabopaTopHbie

aHTUBUPYCHOW
3almMTbI, CpeacTea
Kpuntorpaduyeckomn
3aLKnTbI
MHopmMaunn

e OCHOBHbIMW MeTodamu, cnocobamu u
cpeacTtBaMuM  MONYyYEHUs,  XpaHeHwus,
nepepaboTkM uHdOpPMaUMM B CeTSX U
CeTEeBbIX CUCTEMAX,

e HaBblKaMUu paGOTbI C ceTeBbIM
KOMMNbIOTEPHBIM ~ 0bopydoBaHMeM  Kak
CcpencTeoMm NHOPMaLIMOHHBIMU
noTokamu,

® HaBblkaMu YCTaHOBKU 6a30BbIx
CETEBbIX KOMMOHEHT HacTPOWKU CeTeBbIX
cnyx6 C ucnonb3oBaHWEM CTaHOAPTHbIX
CETEBbIX NMPOTOKOJIOB.

MapLUpyTusauus B
ceTsix

paboTbl Ne 2, 3, 4




| MpomexyToyHas aTTecTaums

KM

* B rpache «POC» B 00a3aTenbHOM MNOPSiAKE NEPEYUCTIAIOTCA OLEHOYHblE CpPeAcTBa TeKyllen U

NPOMEXYTOYHOWN aTTecTaumn.

19.2 OnucaHne KputTepueB M LIKanbl OLEHUBaAHUA KOMMNeTeHUuun (pe3ynbTaToB OOy4veHus) npu

n pome)KyTquon aTrecTtauumn

[na oueHmBaHus pe3ynbTaTtoB o6yquV|9| Ha 3a4eTe UCMNOJIb3YHTCA crneayruine nokasaTtesun:

yMeHue CBA3bIBaTb TEOPUIO C NPaKTUKOM;

1
2
3) ymeHue nnnicTpMpoBaTh OTBET NpuMepamu, haktamu;
4

~— N N

3HaHue yqe6Horo MaTtepuana v srnageHune NOHATUMHBLIM annapartom,;

YMEeHUEe NpUMeEeHATb NoJly4eHHble 3HaHUA B NMPakTU4eCKOM 3aaHNN;

[lns oueHnBaHWUsi pe3ynbTaTtoB 00yYeHMs Ha 3a4eTe UCMOoNb3YeTCsl — 3a4TEHO, HE 3a4TEHO
CooTHoLLEeHMe nokasaTenen, KpUTEPUEB U LLKarbl OLEHMBaHNS pe3ynbTaToB 06y4YeHus.

KpVITepI/II/I OLIeHNBaHNA KOMNETEHLUNI

Obyuyarowutica 8 nonHol mepe grnadeem MOHAMUUHbLIM arnapamom
daHHoOU obnacmu HayKku (meopemu4ecKuMu OCHO8aMu OUCUUMITUHbI),
crocobeH  unacmpuposams  omeem  fpumepamu,  ¢hakmamu,
O0aHHbIMU  Hay4HbIX uccriedosaHull, MPUMEHsIMb meopemuyeckue
3HaHusi  Ons peweHus  npakmu4yeckux 3ada4y e obnacmu
KOMIbIOMepHbIX cemel

Obyyarowuticss enadeem meopemuy4yeckumu ocHoeamu OUCUUMIIUHBI,
criocobeH MPUMEeHSsIMb  MOflyYeHHblIe 3HaHUsI 8  MPaKmMu4YeCKoM
3adaHuu, HoO OGonyckaem owubKku rnpu o06bACHEHUU MeopemuyecKux
80r1POCO8.

Obyyarowutica enadeem Yacmu4yHO MeopPemMuYeCKUMU OCHO8aMu
QucyunmnuHel, ¢hpaeMeHmMapHO CrocobeH MpPUMEHSIMb [10/1y4YEeHHbIE
3HaHUs1 8 Mpakmu4eckoMm 3adaHuu.

Obyuyarowutica OeMOHcmpupyem OmpbI8OYHbIE, hpazMeHmapHbie
3HaHusi, Ooryckaem epybble OWUbOKU, HEe PeweHO MpaKkmu4ecKoe
3alaHue

YpoBeHb
cchopmmpoBaH LLikana oueHokK
HOCTHU
KOMMeTeHUun
loebiweHHbIl OmsuyHo
ypo8eHsb
Gasosbiti Xopowio
ypOoBeHb
lMopozoeniti Yoosnemsopu-
YpPO8EHb mersibHO
- Heydosnemesopu-
mesibHO

19.3 TunoBble KOHTPONbHble 3afaHUA WIIM MHble MaTepuanbl, HeobXoaAuMble ANA OLEHKU
3HaHWW, YMEHUW, HaBbIKOB U (UNK) onbiTa AOeATENbLHOCTU, XapaKTepu3yllwue I3Tanbl
cdopMupoBaHus KOMNETEHLMIA B NpoLecce 0CBOeHUs o6pa3oBaTesibHOW NporpamMmmbli

19.3.1 NepeyeHb BONPOCOB K JK3aMeHy:
Mogenb B3anmoaencTBmna oTKpbITbIX cuctem. YpoBHu OSI.

dunsnyeckana Tonosorma ceTu.
MeTogabl 4oCTyna K cpeae nepenaye AaHHbIX.

N A WNR

AnnapaTHO-NpOrpaMmMHble CPeaCcTBa peannsaumm Moaenn B3aMmoaencTBna OTKPbITbIX CUCTEM.
KommyTtaTtopbl. MpuHumn paboTbl. KommyTaTopbl ypoBHA 2, 2+, 3. [IpOTOKO/1bI KOMMYTATOPOB.
MpoTokobl. CTek NpoTOKON0B. HemaplpyTusmnpyemble, MapLipyTusnpyemblie NpOTOKOAbI.

CeTteBble cTaHaapTbl. Ethernet. Fast Ethernet. Gigabit Ethernet.
Cetesbie crannaptel. 100VG-AnyLAN. FDDI. CDDI. Token Ring. Token Bus.



9. Cnyxb6a DHCP. HasHauyeHue. HacTpoiiku. MpuHumn paboTbi.
10. Cnyx6a DNS. HasHauyeHue. HacTpoliku. MpuHumn paboTbi.
11. Cnyx6a Mail. HasHauyeHue. HacTpolku. MpuHUMn paboTbl.
12. Cnyx6a NAT. HazHayeHue. HacTpoliku. MpuHumMn paboTbl.

13. Cratn4yecKkaa mapLlipyTusauma.

14. [OunHamunyeckasa mapLipyTusauma.

15. be3onacHOCTb B KOMNblOTEPHbIX ceTAX. NaponbHaa 3awmta. Mogenn 3awmrhbl.

16. bBe3onacHOCTb B KOMMNbIOTEPHBIX ceTAX. besonacHble npoToKoabl. CNUCKM AocTyna.
17. ThobanbHble ceTn. TeXHONOTNU rN0HANbHbLIX CETEN.

18. OTKpbITble NPOMbILWAEHHbIE KOMMYHUKaunK. PROFINET. EtherCAT. ETHERNET Powerlink.
19. Crek TCP/IP. MpOTOKO/bI CETEBOrO YPOBHA.

20. Ctek TCP/IP. MpOTOKObI TPAHCMOPTHOrO YPOBHA.

21. Crtek TCP/IP. MpoTOKObI MPUKNAAHOIO YPOBHA.

22. TlOUCK HEMCNPABHOCTEM B KOMMbIOTEPHbIX CETAX.

23. TexHonorum WLAN.

24. MeToabl yBeIMYEHUA NPOU3BOANTEIBHOCTU B becnpoBogHbix ceTax Wi-Fi.

19.3.2 NepeyeHb NpaKkTU4YECKUX 3agaHN
1. PaspaboTaTtb Cxemy KOMMbIOTEPHON CETU, NPUBEOEHHOW HA pUCYHKe. [TpoBECTM HaCTPOWKY
YCTPOWCTB CETU, NPOBEPUTL paboTOCNOCOBHOCTL BCEX YCTPONCTB.

e
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2. PaspaboTtaTb cxemy KOMMNbOTEPHOW CETU, NPUBEAEHHON Ha pUCyHKe. [1poBeCTn HACTPOWKY
YCTPOWCTB CETU, NPOBEPUTL PaboTOCNOCOBHOCTL BCEX YCTPONCTB.

r—Hf

Se er-PT
2'52]_)@,1 MailfServer
RouterD \
Server F"T
Server
-24 Server FT
.n.r hO / /ltch\ Serverl

—-‘[j, _.:‘ _.;‘ —-j, _.;‘ _.;‘
PC-PT PC-PT PC-PT PC-PT PC-PT PC-PT
PCO PC1 PC2 PC3 PC4 PCS
3. PaspaboTtaTb cxemy KOMMNbIOTEPHOW CETU, NPUBELEHHON Ha pucyHKe. MpoBECTN HACTPOWKY

YCTPOWCTB CETU, NPOBEPUTL PAabOTOCNOCOOHOCTbL BCEX YCTPOUCTB.



621X |
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DNS Server
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Server-PFT
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4. PaspaboTtaTb cxeMy KOMMbIOTEPHOW CETU, NPUBEAEHHON Ha pUCYHKe. [1poBECTN HACTPOWKY
YCTPOWCTB CETU, NPOBEPUTL PaboTOCNOCOBHOCTL BCEX YCTPONCTB.

Server-PT
DHCF ServerD

Server-PT
DNS Server

— —

i 2] Server-PT
PC-FT pPC-PT Mail Server
PCO PC1

5. PaspaboTtaTb cXxemy KOMMNbOTEPHOW CETU, NPUBEAEHHON Ha pUCyHKe. [1poBeCTn HACTPOWKY
YCTPOWCTB CeTU, NpoBepUTL PaboToCNOoCOBHOCTL BCEX YCTPONCTB.

,—-"{950!-2:&%%

5 witQZ
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SENE—P’T Server-PT
Mail Server Web Server

19.3.4 TecToBbIe 3agaHus
TecTt Ne 1.

Bapuanm 1

1.[dentarpamma — 31O

2.Yepes ypoBEHb  MOAEenuM  B3aMMOAENCTBUS  OTKPbITbIX  CUCTEM
OCyLLeCTBISeTCa AOCTYN K CETEBbLIM pecypcamM

3.Ha dmsnyeckom ypoBHEe MOAENM B3aMMOLENCTBUS OTKPbITbIX CUCTEM paboTaerT:

4.MpvBeante npumMepbl MNPOTOKOMOB, paboTalwmx Ha Chneayrlmnx YPOBHAX Mogenm
B3aMMOLENCTBUSA OTKPbITbIX CUCTEM:

5.3aronoBoK kKaHaNbHOro YPOBHS B NaKeTe COAEPXMT:

6.0na npoBepkn paboTocnocobHOCTM ceTu Ha ocHoBe npotokona TCP/IP  cnyxut
nporpamma:



7.MpoTokon IP cnyxut ana
8.Mpotokon ICMP cnyxut ans

BapuaHT 2

1. Kakon ypoBeHb Mogenn B3auUMOAEWCTBUSA  OTKPbITbIX  CUCTEM  OCyLleCcTBNdaeT
npeobpasoBaHne JaHHbIX NakeTa B abCTpaKTHbIN yHUBepcanbHbii hopmat?

2. Ha cdmsmyeckom ypoBHE MOOENN B3aMMOOENCTBUS OTKPbITLIX CUCTEM paboTaerT:

3. MpoTtokon NetBEUI paboTaeTt Ha ocHoBe

4, Ha kakux ypoBHAX Mogenu B3aMMOAEWCTBUSA OTKPbITbIX CUCTEM paboTaloT yKa3aHHbIe
NPOTOKONbI:

6. [ns npoBepkn HacTpoek npotokona TCP/IP cnyxuT nporpamma:

1.

7. MpoTtokon ARP cnyxut ans

8. MpoTokon IGMP cnyxut ans

9 MpoTtokon ftp Ha TpaHCMOPTHOM YPOBHE UCMOSb3YET NPOTOKOS
BapuaHT 3

Kakon ypoBeHb MOOENM B3aMMOAEWCTBUS OTKPbITbIX CUCTEM OCYLLECTBNSET YyHKUUN

ynpaBreHusi AnanoroM Mexzay KoMnbloTepamu:

2. MpoTokon IPX/SPX paboTaeT Ha ocHoBe

3. Ha Kkakux YypOBHAX MoOOEenuM B3aMMOAEWCTBUSA OTKPbITbIX CUCTEM paboTaloT yKasaHHble
NPOTOKONbI.

4. 3arosfioBOK TPAHCMOPTHOIO YPOBHS B NakeTe COAEPXMT:

5. B nporpamme ping napameTp TTL xapaktepusyer:

6. MpoTokon RIP cnyxut ans

7. Mpotokon RARP cnyxut ans

8. MpoTokon tftp Ha TPaHCMOPTHOM YPOBHE MCMOSb3yeT MPOTOKOS

TecTt Ne 2.

og AwdhrE

© N

PwdhE

© NG

BapuaHT 1

CoctaB ceTeBbIx Cnyxo6

MpuBeanTe NpumMep HeMapLLPYyTU3MPYEMOro NPOToKoNa

B knaccoson mogenu IP agpecauumn B knacce A agpeca HauMHalTCa ¢ umdpbl B AnanasoHe:

MapLwpyTtusauua, tTabnuusl MapLipyTusauumn ans KoTopon co3falTcd agMUHUCTPATOPOM CeTw,
Ha3blBaeTCcH

B tabnuue IP-mapwpytmsaumm ucnonssyetcs agpec 0.0.0.0

HanuwwuTte npumep CTpokM Tabnuubl MapLipyTM3aummn, KOTopas agpecyeT LWMpoKoBeLlaTenbHble
nakeThbl

LLno3 cnyxnt gnga

MpoTtokon http Ha TpaHCNOPTHOM YPOBHE UCMONb3YyeT NPOTOKO

BapuaHT 2

MpuBeaguTe npumMep MapLLIpyTU3MPyeMOro NpoTokona

B knaccosown mogenu IP agpecaunn B knacce B agpeca HaunHaoTcs ¢ umdpbl B Auanas3oHe:

3aronoBoOK CETEBOrO YPOBHS B NAKeTe COAEPXKMT:

MapwpyTunsaums, Tabnuubl MaplpyTu3auum ana kotopown cosgatotcs RIP  -npoTtokonom,
Ha3blBaeTCA

B Tabnuue IP-mapwpytnsaumm ncnonssyetcs agpec 127.0.0.1

HanuwwTe npumep CTpoku Tabnuubl MapLipyTnsaumm, Kotopas agpecyeT nakeTbl M0 YMOMYaHNIo

DNS cepBep cnyxut gns

Cnyx6a DNS npegHasHa4yeHa gns




BapuaHT 3

1. lMpuBeante npumep NpoTokosa rnobanbHbIX ceTen

2. B knaccoson mogenu IP agpecaunn B knacce C agpeca HaudnHaloTCsa ¢ ULnMdpsbl B AManasoHe:

3. CKONnbKO ceTeBbIX YCTPOMUCTB MOXET HAaXOAUTbCSA B ceTU ¢ Mackon 255.255.255.192 ?

4. Kakon ypoBeHb MOOEeNN B3aMMOLAEWCTBUS OTKPbITbIX CUCTEM OCYLLECTBNSET yHKUMN
yrnpaBneHnst AManoroMm Mexay KoMnbtoTepamu:

5. MapuwpyTtusaums, tabnuubl MapwpyTusaumm ana kotopon cosgatotcs OSPF  -npoTtokonom,
Ha3blBaeTCcH

6. B Ttabnuue IP-mapwpyTtrsaumm ncnonblyetcsa agpec 192.168.0.255

7. Hanuwwute npumep CTpokM Tabnuubl MapLpyTusaumm, KoOTopasi ajgpecyeT nakeTl,

agpecoBaHHble 04HOMY KOMMbITEPY
8. Cnyx6a DHCP npegHasHaveHa ang

19.3.4 MNepeyeHb 3agaHNM ANA KOHTPOJbHbIX paboTt

19.4. MeToaunyeckue MaTepuanbl, onpegendowue npouenypbl oLueHUBAHUA 3|-|a|-|m7|, yMeHVII?I,
HaBbIKOB U (MHI/I) onbiTa AeATeNIbHOCTU, XapakTepUuslyroLwux 3Tanbl (bOpMMpOBaHVIﬂ KOMMeTeHUMn

OueHKa 3HaHUIN, YMEHUM N HABbLIKOB, XapakTepusyolas atanbl OpMUPOBAHUSA KOMMETEHUMIA B
pamKax n3y4yeHns ANCUUNINHbBI OCYLLECTBNAETCS B XOA4E TEKyLLEen U NPOMEXYTOYHON aTTecTaumnn.

Tekywaa aTrectaumsi NPOBOAUTCS B COOTBETCTBUMM C [lonoXXeHMem O Tekyllen arrectauum
obyvyalowmxcs NO  nporpaMMaMm  Bbiclwero obpasoBaHus  BOpoHeXckoro - rocygapCTBEHHOro
yHMBepcuTeTa. Tekywas atrectauus nposogutcss B dopme(ax): mecmos u nabopamopHbix pabom,
Kputepumn oueHnBaHns npuBeaeHb! Bbille.

[MpomexyToyHast aTTecTauns nNpoBOAUTCA B COOTBETCTBMM C [lONOXEHWEM O MNPOMEXYTOYHOWN
aTTecTaumm obyyarLmxcsa no nporpamMmmam BbicLlero obpasoBaHus.

KOHTponbHoO-n3MepuTenbHble MaTepuanbl MNPOMEXYTOYHOM aTTecTauuM BKIOYalT B cebs
TeopeTuyeckMe BOMPOCHI, MO3BOMAIOWMNE OLEHUTb YPOBEHb MOMYyYEHHbIX 3HaHWA W NpakKTU4eckoe
3afaHune, No3BossoLLee OLEHUTb CTeneHb CHOPMUPOBAHHOCTU YMEHUI U(UK) HABbIKOB.

Mpy OLEHMBAHUN UCMONb3YOTCA KAYeCTBEHHblE LKarnbl OLEHOK. KpuTepuu oueHMBaHMS NpuBeOeHbI
BbILLE.

MpuMep KOHTPONBLHO-U3MEpPUTENBLHOro MaTepuana

Hanpaenexue noarotosku 10.05.01 KomnsromepHas 6e3onacHocmb

Oucunnnuna KomnbromepHsie cemu
Kypc__ 4

dopma 06yyeHus o4vHas

Bug atTectaumm ___npomexyToyHas
Bua KoHTpons 3K3aMeH

KoHTponbHO-uameputenbHbin matepuan Ne 1

1. Cnyx6a Mail. HasHauyeHnne. Hactponku. MprHumn paboThbl.
2. Ctek TCP/IP. NpoToKosnbl NpuKNagHoro ypoBHS.

3. Bapava. Paspabotatb CxeMy KOMMbIOTEPHOW CeTW, npvBedeHHOW Ha pucyHke. [lposecTu
HaCTPOWKY YCTPOWCTB CETU, NpoBEPUTbL PaboToCNOoCOBHOCTL BCEX YCTPOMCTB






